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7. WEP(Wired Equivalent Privacy)

1999¢ 9] IEEE 802.11%4 LAN ®EZof 448" WEP(Wired Equivalent Privacy) ¢35
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2 X El,*ﬂ% 248]E 9] Initializtion Vecor(IV)2 A= & 64H]EQ] 7|5 0]&3F RC4 AE
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Lt WPA(Wi-Fi Protected Access)

TKIP(Temporal Key Integrity Protocol) @ MIC(Message Integrity Check)S AF-8-stct.
TKIPE: WEPOIA AMS3ME RCA 2elZe S$UshA st F49 7] #el $Aw 32
A7E R4 ZetolAE Aolo] 0.1 7t Zl(packet) 2AAAL WHTEA B
A AR 22 AD WAlo] Zbe ik,

t}. WPA2(Wi-Fi Protected Access?2)

WPA2E= O] AX HOF Q7191 FIPS140-25 &&517] s 128H]|EQ] AES(Advanced
Encryption Standard) @ 1xz]&o] ALE, CGMP(Computer Cipher Mode With Block
Chaining Message Authentication Code Protocol)itAlo] 7]1&9] TKIPS tfjAfstct.

2}. WPA3(Wi-Fi Protected Access3)

WPA3E WPA29] $HAIEE 7ddste] &9 715S Alssttt. WPA3-7§¢1-&(Personal) &
E= WPAZ-7iQ1E =Eeot Fdst st due|&i 7] Zols A|dstty. WPA3-7]4&
(Enterprise) &= 535t AN dyu2]E5 02 GCMP(Galois/Computer Mode Protocol)
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WEP WPA WPA2 WPA3
based on 802.111 All mandatory 802.111
Ensure wired-like announced by
Brief description . o without requirement features and a new Wi-Fi Alliance
privacy in wireless
for new hardware hardware
Encryprion RC4 TEIP + RC4 CCMP/AES GCMP-256
L WEP-Open WPA-PSK WPAZ-Personal WPA2- WPA3-Personal
Authentication WEP-Shared WPA-Enterprise Enterprise WPA3-Enterprise
256-bit
Cipher Block Chaining | Droadeast/Multicast

) Message [ntegr_lty Protocol

Data integrity CRC-32 MIC algorithm Authentication Code Galois M.essz.a.ge

Authentication

(based on AES)
Code
(BIP-GMAC-256)
Elliptic Curve

Diffie-Hellman

Key management none d-way handshake 4-way handshake (ECDH) exchange

and Elliptic Curve
Digital Signature
Algorithm (ECDSA)
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Attacker PC 7

4ol AFgE M Uso) ASH F4§ PCY USB RES 5o uAHl Yok 37
8 pC 5 AL SRSt ATL ATh B AU

Classification Specification
Attack Environment VmWare, Kali Linux 2022.03
Client(Laptop) Lenovo IdeaPad 5
Client(Smart Phone) Apple Iphone 12
WiFi Router(AP) IpTIME A604MU, WPA2-PSK
Wireless Lan Card IpTIME N150UA Solo
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Beacon: #Data, #/s C MB ENC CIPHER AUTH ESSID

182 20 2 2780 WPA2 CCMP PSK T1i5_F
PWR Rate Lost Frames Notes Probes
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Aircrack-ng 1.6

[00:00:00] 6/8 keys tested (74.84 k/s)
Time left: @ seconds

KEY FOUND! [| wf012345 |]

Master Key
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